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In depth 4 day course

Short theoretical overview as introduction
Followed by detailed theoretical and practical coverage of

most subtopics

A lot of practical exercises => it's what you make of it!

You work in groups of

2

Introducing a lot of measuring techniques for analysis and

diagnostics
Using new laboratory

set-ups
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PROFINET course — Equipment used m

Basic setup is mounted on
2 racks => small footprint

Basic setup is mounted on
2 racks => small footprint

Use of 1 or 2 masters
in a network
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2 modular slaves per set-
up, different vendors
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Now mounted using separate sockets for longer lifecycle
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Measurements, Analysis &
Diagnostics: cable testing
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Measurements, Analysis &
Diagnostics: Wireshark

Eile Edit View Go Capture Analyze Statistics Telephony Tools

S BPEAXEE A s

Filter:

MNo. Time Source
34 10. 38338/ UULS | BIENSA_L d:
38 16. 38583000(Phoenixc_3.
39 17.08530700(S1emensA_f
40 17.08532400( 57 emensA_fa:
41 17.28536700(5TemensA_fa:
42 17.91855500({57 emens_0b
43 18.08542000(51emensA_fa
44 18.08544100(51emensA_fa:
45 18.48631900(51emensA_fa:
46 18.48632800(51emensA_f
47 18.48633700(51emensA_f
48 18.48671300(Phoenixc_34:
49 18.48742800(10.26.1. 66
50 18.54942900(10.26.1.101 5
51 18.55074700(Phoenixc_34:e3:cf
52 1R.5525200010.26.1. 66

Internals

8 TF L

Expression...

Destinaticn
Bl UAULAS L

siemensa_fa:el:14
Broadcast
Broadcast
LLDP_Multicast
LLDP_MuTticast
Broadcast
Broadcast
LLDP_Multicast
Broadcast
Broadcast
siemensa_fa:el:14
10.26.1.101
10.26.1.66
SiemensA_fa:el:14
10261101

Help

laeaf @™k 8

Protocol
ARF

PN-PTCP
LLDP

BNTO-CM

Clear Apply
Length Info
o

U WU fdS LU £0.1.1ULY  TEI1 LU.£0.1.00
60 10.26.1.101 is at 00:a0:45:34:e3:cf
60 who has 10.26.1.667 Tell 0.0.0.0
60 who has 10.26.1.667 Tell 0.0.0.0
60 DelayReq , seq= 4, Delay=

162 chassis Id = scalance-x208-4 Port Id =
60 who has 10.26.1.667 Tell 0.0.0.0
60 who has 10.26.1.667 Tell 0.0.0.0
60 DelayReq , seq= 5, Delay=
60 who has 10.26.1.1017 Tell 10.26.1.66
60 who has 10.26.1.1017 Tell 10.26.1.66
60 10.26.1.101 is at 00:a0:45:34:e3:cf

704 connect request, AREBlockReq, IOCRBlock

212 Connect response, OK, ARBlockRes, IOCR
63 RTC2, ID:0x8061, Len: 43, Cycle:44505

715 write renuest_ TonwriterenHeader  and:
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Measurements, Analysis &
Diagnostics: Proneta

Measurements, Analysis &
Diagnostics:
Softing PN Inspektor

New HW version and Software
suite are coming ...

Name of the Network:

Network Overview
Curent Time/Data 10123/2014 14:11:26  Last Minute Lt ol History
Lost Nodes 0 0 0
High Priorty Alarm 0 0 0
Low Prioity Alam 0 0 0
Packejiter [%] 0 0 0
Missing RTC Packets 0 0 0
Loading Ratio 0:0 0:0 0:0
Update Rate min/max [ms] = I o -7 - = I
Network Status 100 100 100
Network Loading min/average/max [%] | - / - | 0 —ilizoll 0 “-i0
Throughput maximal [Bytes/ms] [} [} [}
Error Telegrams 0 0 0
Connection Retries maximal 0 0 0
Start of Measurement. 10/23/2014 14:10:50 10/23/2014 13:16:47 10/23/2014 13:16:47
Last SNMP Request B
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Measurements, Analysis &
| Diagnostics: oscilloscope
(independent decoding of
UART characters, link to
external measurements, ...)
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Measurements, Analysis

Diagnostics: oscilloscope
(independent decoding of
UART characters, link to
external measurements, ...)

7
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fok Prevu M 200us
™ T = T m T =
ertical
5 4.54 div
! ! 7 )
|
Zoom Factor: 20X Zoom Position: 49Tus
ld ]
P [Time Destination  Source Length Data FCS/CRC  Errors [
p (hex) (hex) (hex)  (hex) (hex)
4 0000 8080 0000 0000 bl
0000 0000 0000 0000 e
0000 0000 SOEF 2735 ventiable
2 00 off @ .00V © J(Z200ns 2.50G5/5 @ ;7 700mv
240.5u5  00OESCFSSEIC 00A04534E3CF 8802  Qtag: §100C000 ES0B6B27 1 9.900 % 5M points
8061 8080 5080 0000 o leva
8080 D982 0000 0000 2l Thresholds @ Label || bus pisplay || Event Table 17 Dec 2012
0000 0000 0000 0000 File Detalls Yes|  No e 15:09:35
0000 8080 0000 0000
0000 0000 0000 0000
0000 0000 SOEF 2F35 save
00 Event Table
lo |490.51s  00OESCFSSBIC 00A04534E3CF 8892  Qtag: §100C000 D3FFAA42
8061 8080 8080 0000
8080 1A4E 0000 0000 -
0000 0000 0000 0000
0000 8080 0000 0000
0000 0000 0000 0000
i 0000 0000 SOEF 3735
€ selects an event

(@ 250v__®@ 2500 @ 100V 0 )[Z10.0ps 2.5065/5 @ / 7oomv
5 9.900 % 5M points

Define
l Bus @B ‘ Inputs. lThresholds‘ iiabel JI Bus nisplay‘ Event Table 17 Dec 2012 12
100BASE-TX, 15:10:34

IPva

[ o
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Measurements, Analysis &
Diagnostics:
Hilscher netANALYZER

13
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Measurements, Analysis &
Diagnostics: accuracy of tools ...

Update time

Wireshark accuracy
Cumulative Distribution of Update Times

90 e
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b i
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o
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£ I
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1,50E-04 2,00E-04 2,50E-04 3,00E-04
Update Time [s]

—— SNAP_WS1106_S-M ——SNAP_WS1106_M-S — - PNI_WS1106_S-M
~==PNI_WS1106_M-S ~——SC_SIMa_s-M ~——5C_MasI_M-s
14




PN,
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TH Scope software for DP and

Measurements, Analysis &
Diagnostics:
TH-Link for PROFINET

using input from TH-Links .,

IO-controller
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Measurements, Analysis & Diag-
nostics: switches (RT/IRT), webserver
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Extra network components:
wireless link, IE-PB link,
CP343, ...

SIEMENS
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—  Extra network components: ...
CP343: local-PN-PB jitter . .. .
[ T g introduced jitter, combined PN and

; e DP networks ...

Cursor 1
0.000s

Output jitter Profinet u.
B0V CH2 100V M 2S0ms "cm’/’m’niﬁ i e

PN Trig

CH3 100V
The total local-PN jitteris 8 ms.
PN via CP343 (update time = 2 ms).

|IE/PB-link: local-PN-PB jitter

Tek QL. M Tigd M Pos; 2.360ms

E 700V i i
00V @ v o Tz 700 TN [ @ 7 150V

Maximum local-PB delay: 4,8 ms. 4 ]M[

Itis possible that PB-outputis set before PN-output.

18
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Extra network components: ...
redundancy testing and measuring

[1] 10- Controller [2
/ MRM
switch 1 [Z] [1] Switch 2
[2] [2]

A 8 'f"l A
(=0

A 4 A 4
1 B
- <l . P IR o
10-Device 1 [2]€ i 1] 10-Device2 [2]€ 7—>{1]10-Device 3

- T
D01 00
NS ’

4

\/ MRP redundancy: recovery

time about 200 ms

Legend: Setup left Setup right

10-Controller: cpu315f122 cpu315f123

Switch 1: scalance-x208-13 scalance-x208-12

Switch 2: scalance-x208-11 scalance-x208-14

10-Device 1: €t2005164 et2005165

10-Device 2: et2005162 axiof173 19
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- .

Extra network components: ...
redundancy testing and measuring

PRP: Parallel Redundancy Protocol
HSR: High-availability Seamless Redundancy

PRP & HSR redundancy:
extremely fast.

FRF'M.m'b(|

Sequence
eyt LAN ID | LSDU size

16 bits 4its 12 bits 16 bits

Tmm ANA
a
=| LANB

10
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Extra network components: ... “oversampling”
using IRT and isochronous mode

Analog input with oversampling Yes .
i 16 Oversampling of e.g. analog

« Resolution, min. 50 ps inpUtS USing HF ET200 SP

|

PROFINET IRT
Isochronous mode
E.g. 500 ps

hs CRU & eyme rasisr Isochronous processing using OB6x
Time 10 Qutput => exact knowledge of the number
of PN cycles from actual input =>
processing => actual output

Control

Data trans-
mission on
the bus

Vo \ LN
IRT L RT
(cyclic data) data tion (cyclic and acyclic communica-

h; dal
exchange ta) tion 21
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View on a lab set-up for one
group

11
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In the new lab we can easily patch
larger PROFIBUS and PROFINET
networks.

23
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Very interactive and hands-on:

— Measurements, configurations, exercises => print the
results, make conclusions, add to your course notes

— Work on 4 set-ups with equipment from different
vendors => a lot of variation

— Your account and networkdrive move with you from set-

up to set-up => save results, select your printouts, ... .
— If you have suggestions for exercises, typical errors or
set-ups, ... => we are constantly adapting the course,
making it as (industrially) relevant as possible.
— No exam, but many exercises and at the end a test
scenario (in a network of 15+ components with all
diagnostic hardware and software)

If possible: extra on IRT and/or oversampling, response measurement drive,
etc.

24
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Fieldbuses worldwide 2015 (HMS)

Industrial Ethernet: 38%

Annual growth: 20%

Other fieldbuses; 15%
AS-interface; 3%

CAN/CANopen; 5%
EtherCAT, 6%

Modbus-TCP; 4%

Devicenet; 5%

Powerlink; 3%

\g

8%

' mm;
Fieldbus: 58% ‘\ wan 2% Wireless 4%

Bluetooth; 1%
Annual growth: 7% Other Wireless: 1% Annual growth: 30%

Industrial Ethernet now account for 38% market share, but is also growing at a 20% annual growth rafe. 25
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PROFIBUS: about 3,5 min nodes per year

PROFIBUS
nodes
509 m
47.4m
43.8m

2000 2007 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015
26
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PROFINET: about 2 mIn nodes per year

PROFINET
nodes

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015
27
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10-Link: finally (?) gaining momentum?

10-Link
nodes

684,000

2009 2010 2011 2012 2013 2014
28




Course content

Day 1

* Introduction * RT&IRT

* Conformance classes * Cycle times

* Network topology * PROFINET V2.3

Device addressing
Ethernet fundamentals
Real-time Ethernet

PROFINET
communication

29

Course content

Day 2

* Device description * Connectors

* ProfiEnergy * Wireless
* PBvs.PN

* Alarms

* PN ASICs

Switches and hubs
PROFINET redundancy
Cables

30

15



Course content

Day 3

* Delay measurement
* Security

* Measurement tools

31

Course content

Day 4
* Network design +
commissioning

* Installing
* Troubleshooting

32

16



